
ANNEX A LIST OF AUTHORISED AND UNAUTHORISED DATA

The following set of requirements if applicable of the Extended Enterprise Area, for Airbus
Commercial Aircraft and Airbus Defence and Space.

Data scope will evolve according to Airbus Third Party Data Management methodology definition.

● If you are collaborating with Airbus Commercial Aircraft

Note on Not in Export Control list data (Airbus Commercial Aircraft only)

● Documents, emails, Meetings shall be marked as “[Country Location]_Not listed”, refer to export
control classification method.

Note on Export Controlled Dual-Use data (Airbus Commercial Aircraft only)

US EAR (excluding 600 series), EU dual-use (including National specificities), as well as UK dual-use
data is allowed on Google Workspace

The above mentioned Export control data (with the exclusion of any military Export controlled data),
as used with external partners (Customers, Suppliers working ex situ), can be uploaded, hosted,
stored, transferred and/or shared on Google Drive as well under certain conditions (see below).

For any such document

● Document shall be marked with Export Control Classification(s) according to the Export Control
Classification method.

● Access rights shall be managed in compliance with applicable EC regulations (Recipients company,
nationalities and location) and covered by active export authorisation(s) when applicable.

● If access rights compliance cannot be ensured, documents shall be encrypted using a validated tool
(e.g. Stormshield, Virtru, Flowcrypt...) and access to keys/passwords shall be managed in compliance
with applicable EC regulations and active export authorisation(s).



● Users must take into account recordkeeping needs and ensure availability of data and access
control management evidence.

● If Users have questions or doubts, they can ask for information to their Airbus client.

National military, US ITAR, and EAR 600 controlled data is not allowed

Data that can be shared on the Google Workspace, as explained above, needs labeling and marking.

Before any activity, the Company should request to their Airbus focal point applicable rules and Export
control regulations.

The Company agrees to comply with the labeling and marking rules implemented. As long as a data is
created and the creator still doesn’t know if the data is subject to Export Control, due to the risk that
the data already contains Export Control information not allowed on the Google Workspace, it should
be strictly forbidden to store any such data on Google Workspace.

● If you are collaborating with Airbus Defence and Space

Note on Airbus Defence and Space ways of working

Non eligible data shall never be stored, processed or exchanged via any Google Workspace
application, even encrypted with an accredited solution. Non eligible data shall continue to be
processed and stored within the applications and containers that were created for such purposes.

If you work with an Airbus Defence and Space user on non eligible data, note that the information
shall be encrypted and sent to the “national” mailbox. If you don’t know what the “national” email
address is, request it to your Airbus Defence and Space collaborators.



● For both divisions

For the avoidance of doubt, this document (Annex A - List of Authorised Data) does not require the
Company to label any Airbus document itself but to follow the labeling provided by Airbus.

Note on Airbus Company Classification:

In order to define the appropriate protection means, Airbus has defined its own Company Data
Classification based on two levels, "Airbus Amber" and "Airbus Red".

As a partner, you should generally receive Information classified and labeled as "Airbus Amber".
"Airbus Amber" is about any Data related to usual Company business activities. To handle this type of
data, you shall put in place appropriate protection means as stated in this document.

Note that there is another level named "Airbus Red" which corresponds to Company strategic or
contractual related Data. By default, “Airbus Red” data is not allowed on the Partner Google
Workspace Domain.

Notwithstanding the data classification rules which define the use of "Airbus Amber" and "Airbus Red"
marking, this classification marking/tagging does not replace the other contractual agreements in
place to protect information such as "Confidential" marking to protect information as per NDA or
intellectual property stamp.


